Version 2.0
August 19, 2008
OIT


List of:

Data Categories and 

University Data Trustees, Data Stewards, and Data Custodians
for use with REG08.00.3 Data Management Procedures
Changes to this List:

Any requested changes to this list are to be submitted in writing (email is acceptable) to the below contacts.  Changes must be submitted as designated below.  After any necessary verification, the requester will be notified if the change has been accepted. Any accepted changes will take effect immediately.

· Data Category changes must be submitted by the designated Data Trustee or Data Steward

· Data Trustee delegation changes will be handled by the Chancellor

· Data Steward changes must be submitted by the designated Data Trustee

· Data Custodian changes must be submitted by the designated Data Steward

Contacts:

Office of Information Technology (OIT) Security & Compliance 

John Baines - Assistant Director for CIA (Confidentiality, Integrity, & Accountability) 

      (919-513-7482) or John_Baines@ncsu.edu
Mardecia Bell – Director of OIT Security & Compliance

      (919-513-1194) or Mardecia_Bell@ncsu.edu

Definitions:

University Data is defined as all information content related to the business of NC State University that exists in electronic or digital form, and also such information that exists in other forms (e.g. ink on paper).  “Data” includes but is not limited to text, graphics, video, audio, still images, databases, and spreadsheets.

Data Categories are high level classifications of the university’s data that require specific security or privacy considerations.  Data categories represent collected sets of data that require unique access requirements such as specified users, job duties, scope, etc.  Examples are student financial accounts, medical records, or undergraduate admissions records.  Each data-category should be granular enough to be assigned to a University Data Trustee and Data Steward.  Related sets of data with the same pair of data trustee/steward and same access requirements should have one high level data category.

Data Trustees have oversight responsibility for data management related to university functions managed/administered/run by the units and personnel reporting to them.

Data Stewards have the primary responsibility for the accuracy, privacy, and security of the University Data under his/her responsibility. All University Data must have an identified Data Steward.  Each Data Trustee will assign Data Stewards to be responsible for data management within his or her unit.

Data Custodians are people who are assigned specific data management responsibilities by the Data Stewards.  Data Custodians typically will manage access rights to data they oversee.  In addition Data Custodians implement controls to ensure the integrity, security, and privacy of the data.

Notes
1. Depending on the location of the data, the data steward and data custodian responsibilities may be assigned to the same individual.  This is especially the case when the data refers to hard copy/printed documents or data that resides on a server in a location other than the central data centers.   

2. Data specific to individual colleges that need to be treated differently from a security or privacy point will be defined further by the designated data steward and custodian.

	Data Category
	Data Trustee
	Data Steward
	Data Custodian

	1. Advancement Services data 


	Vice Chancellor for University Advancement 
	Associate Vice Chancellor for Advancement Services 
	Director, Security & Compliance

	2. Alumni data 
	Vice Chancellor for University Advancement 
	Associate Vice Chancellor for Alumni Relations 
	Director, Security & Compliance

	3. Athlete Medical Treatment Records (varsity sports)
	Director of Athletics
	Director, Sports Medicine
	Director, Security & Compliance  -electronic data and  Director of Sports Medicine – hard copy files

	4. Background Check information
	Associate Vice Chancellor for Human Resources
	Director , Employment
	Manager Background Check Program – hard copy files and Director of Security and Compliance -  scanned stored images on a network drive.

	5. Benefits files including employee (&/or family member’s) medical information, Documentation related to request for and granting of request for Disability, Voluntary Shared Leave, Family and Medical Leave, or Worker’s Compensation files, All dependent and beneficiary information, All enrollment and deduction information
	Associate Vice Chancellor for Human Resources
	Director, Benefits
	HR Leave Administrator for hard copy paper disability, FML, FIL, workers' compensation, and shared leave  files which are stored within Benefits Office and Director, Security & Compliance – electronic files housed within HR system

	6. Budget Management Data 
	Vice Chancellor for Finance and Business 
	Director, University Budget Office 
	Director, Security & Compliance

	7. Business Continuity Plans
	Vice Chancellor for Finance and Business
	Associate Vice Chancellor for Environmental Health & Public Safety
	Director, Security & Compliance

	8. Campus Community Data (Campus ID number, shared core identity information, employee directory data, Unity account management data, etc.)
	Vice Chancellor for Information Technology
	Registrar, Director of Human Resource Information Management
	Director, Security & Compliance

	9. Capital Asset Data
	Vice Chancellor for Finance and Business
	University Controller
	Director, Security & Compliance

	10. Capital Improvement Data 
	Vice Chancellor for Finance and Business 
	Director, University Budget Office 
	Director, Security & Compliance

	11. Central Administrative Applications Test Data
	Vice Chancellor for Information Technology
	Copy of Production Data - Original Data Steward

Makeup Data - EAS Director
	Director, EAS

	12. Chemical & Hazardous Material
	Vice Chancellor for Finance and Business
	Associate Vice Chancellor for Environmental Health & Public Safety
	Director, Security & Compliance

	13. College Specific Data (see notes)
	Provost and Executive Vice Chancellor
	College Deans
	College IT Directors or Dean’s Designee

	14. Continuing and Professional Education
	Vice Chancellor for Extension, Engagement, & Economic Development 
	Assistant Vice Chancellor for Extension and Engagement & Economic Development
	Director, Security & Compliance

	15. Contracts/Grants Data 
	Vice Chancellor for Finance and Business 
	Director, Contracts and Grants 
	Director, Security & Compliance

	16. Counseling Records (student)
	Vice Chancellor for Student Affairs
	Director, Counseling Center
	Director, Security & Compliance - electronic data and  Director, Counseling Center – hard copy files

	17. Course Inventory Records Data 
	Provost and Executive Vice Chancellor 
	Registrar   
	Director, Security & Compliance

	18. Employee grievance and disciplinary action files
	Associate Vice Chancellor for Human Resources
	Director, Employee Relations
	Director, Employee Relations – hard copy files and Director, Security & Compliance – electronic files housed within HR System

	19. Employment Eligibility Verification Form (I-9)
	Associate Vice Chancellor for Human Resources
	Director, Employment
	International Employment Manager - hard copy files 

	20. Financial Aid Data 
	Provost and Executive Vice Chancellor 
	Director of Scholarships and Financial Aid 
	Director, Security & Compliance

	21. Financial Systems Data 
	Vice Chancellor for Finance and Business 
	University Controller 
	Director, Security & Compliance

	22. Foreign National Employee Taxation Files – Windstar
	Associate Vice Chancellor for Human Resources
	Director, Payroll
	Director, Payroll - 

hard copy files and Director of Security and Compliance - Windstar database maintained on shared network drive

	23. Foundations Data (Non-University) 
	Vice Chancellor for Finance and Business
	Senior Director, Foundations Accounting and Investments
	Director, Security & Compliance

	24. Graduate Student Admissions 
	Provost and Executive Vice Chancellor
	Registrar   


	Director, Security & Compliance

	25. Graduate Student Records 
	Provost and Executive Vice Chancellor
	Registrar   


	Director, Security & Compliance

	26. Grant Application and Management Data 
	Vice Chancellor for Research and Graduate Studies
	Assistant Vice Chancellor for Research Administration/SPARCS 
	Director, Security & Compliance

	27. Housing 
	Vice Chancellor for Student Affairs 
	Director, University Housing
	Director, Security & Compliance

	28. Human Resources 
	Vice Chancellor for Finance and Business 
	Director, Human Resource Information Management 
	Director, Security & Compliance

	29. International Employment Files
	Associate Vice Chancellor for Human Resources
	Director, Employment
	International Employment Manager - 

hard copy files 

	30. Kronos timekeeping system files
	Associate Vice Chancellor for Human Resources
	Director, Payroll
	Director, Security & Compliance



	31. Labor Distribution
	Vice Chancellor for Finance and Business
	University Controller
	Director, Security & Compliance

	32. Log files, system data, etc.
	Vice Chancellors and Provost and Executive Vice Chancellor
	Deans and Department Directors
	IT Directors

	33. Medical Records (student and SHS patients)
	Vice Chancellor for Student Affairs
	Director, Student Health Services
	Director, Security & Compliance  - electronic data and  Director, Student Health Services – hard copy files

	34. Payroll Files including tax forms, deduction authorization forms, direct deposit enrollment forms, authorizations for adjustments to gross pay, garnishments, levies, tax withholding allowance certificates and information related to overpayments and collection of overpayments
	Associate Vice Chancellor for Human Resources
	Director, Payroll
	Director, Payroll – hard copy files



	35. Purchasing, Materials Management Data 
	Vice Chancellor for Finance and Business 
	Director, Materials Management 
	Director, Security & Compliance

	36. Reallocations
	Vice Chancellor for Finance and Business
	Director, Contracts and Grants
	Director, Security & Compliance

	37. Registration and Grade Data 
	Provost and Executive Vice Chancellor 
	Registrar  
	Director, Security & Compliance

	Student Financial Accounts Data
	Vice Chancellor for Finance and Business 
	University Cashier 
	Director, Security & Compliance

	38. Student Judicial Data
	Vice Chancellor for Student Affairs
	Director, Student Conduct
	Director, Security & Compliance

	39. Student Loans Accounts Data
	Vice Chancellor for Finance and Business 
	University Cashier 
	Director, Security & Compliance

	40. Student Records Data
	Provost and Executive Vice Chancellor 
	Registrar   
	Director, Security & Compliance

	41. Summer Session Records
	Provost and Executive Vice Chancellor
	Vice Provost for Enrollment Management
	Director, Security & Compliance

	42. Undergraduate Admissions Database
	Provost and Executive Vice Chancellor 
	Registrar  


	Director, Security & Compliance

	43. University ID Photos (All employees, students, Centennial Campus Affiliates, Visitors, Contractors, Gym Access Household Members)
	Vice Chancellor for Student Affairs 
	Director, All Campus Card Office
	Director, Security & Compliance

	44. University Planning and Analysis statistics & federal/state reporting
	Director of UPA
	Associate Director,  Institutional Research
	Director of Security & Compliance

	45. Vendor Data
	Vice Chancellor for Finance and Business
	University Controller
	Director, Security & Compliance
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